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/ﬁmﬂwﬂ,ﬂ, Model-Based Autonomy

Goal: "intelligent” autonomous
spacecrafts

— cheaper (smaller groumntrol)
— more capable (delays, blacks)

« Generalkeasoning enging
application-specifienodel
 Use model to respond to
unanticipated situations
* For planningdiagnosis
 Huge state space,
reliability is critical
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/1 Livingstone Models

inflow, outflow : {zero,low,high}

e concurrent transition
systems (components)

inflow = outflow
Valve

e synchronous product Stuck
O @< — >QP
Pen open

e enumerated types )
=> finite state Ope{ JC§< pr0.00t

' Stuck
Essentially= SMV model Closed @{ ’& uc

+ nominalfault modes, K o, 05e
commands/monitors (I/O), inflow = outflow = zero

probabilities on faults, ...

Courtesy Autonomous Systems Group, NASA Ames

Diagnosis = find the most likely assumptions (modes)
that are consistent with the observationarjoeands/monitors)
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/ﬁmﬂ,ﬂ,,,mﬂ,,,, Large State Space?

o Example: modeof ISPP =7.16-10° states
e This is only he Livingstme model — a ¢oplete
verificationmodel couldbe
Exec driver (10-100 states)

X Spacecraft simulator (20states)
X Livingstone system (keeps history -"bstates)

e Verify a systemhat analyzes large state sre!

 Approach: the mdel is the ppgram
— Verify it (using symbolic model checking)
— Assume Livingstone correct (and complete)
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/A MPL2SMV
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Translator from Livingstone
/ Ames Research Center t O S MV

o Co-developd with CMU (Reid Simmnos)
o Similar semamt¢s => translon is easy
e Propertiesn temporaldgic + pre-defiad patterns

 |nitially for Livingstonel (Lisp),
upgraded to Mingstone 4C++/Java)
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/ﬁmm,,,m,,,,,, Principle of Operations

Li sp shell

(defcomponent heater ...) i spp.lisp
(defmodule  valve-mod ...)

(load "npl 2smv. |isp")

. do the translation

(smv "ispp.smv")
;; call SMV
;; (as a sub-process)

- load the translator (defverify _
- Livingstone not needed! :structure ( ispp )

:specification (all (gl obally ...)))
(translate "ispp.lisp" "ispp.sm")

MODULEMheater ... i spp. snv
MODULEMvalve-mod ...

MODULE main
VAR Xispp :Mispp
SPEC AG ...
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Specification AG ... is fal se as shown ...

State 1.1: ...

State 1.2: ... SW out put
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/ﬁﬂ,ﬂmwﬂ,ﬂ Simple Properties

e Supported byhte translatio

— syntax sugar

— Iterate over model elements (e.g. all component modes)
 Examples

— Reachability (no dead code)
EF heater.mode = on

— Path Reachability (scenario)
AG (s1—> EF (s2 & EF (s3 & EF s4)))
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/ﬁmﬂ,ﬂmgﬂ,ﬂ, Probabilistic Properties

e Use probabities assoaited to failurdransitiors

e Use order of magnutle: -log(p), ronded to a
small inte@r

Combine addively, OK for BDD comptations
Approximate— but so are thproba. values

heater.mode = overheat -> heater.proba=2; (p=0.01)
proba = heater.proba + valve.proba + sensor.proba;
SPEC AG (broken & proba <3 —> EF working)
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/ﬁmﬂ,ﬂ,,,mﬂ,,,, Functional Dependency

e Check thaty=f(x) for some unknen f

o Use universayl guantifiel variables irCTL
= undeterming constantsn SMV
VAR x0,y0 : {a,b,c};
TRANS next(x0) =x0 ~=LIx0,y0
TRANS next(y0) =y0
SPEC (EF x=x0 & y=y0) —> (AG x=x0 —> y=y0)
e Limitation: counter-examp needs two tices,
SMYV gives only oe
=> Instantate second lifaby hand, re-run SMV
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A

/ Ames Research Center Te m po Fd I Q uer i es

Temporal Query = CTL formalwith a hole:
AG (? —> EF working)

Search (canonat) condition for ? that satisgs the
formula (compuble for useful lasses of quees)

Recent researcinterrupted (Wiliam Chan,
11999)

Problem: visalize solubns (CNF, projeobns, ...)

Core algoritm implementean NuSMV
(Wolfgang Heing)

Deceptive irial resuls, to probe furthe
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/ﬁmﬂ,ﬂ,ﬂmﬁ” SMV with Macro Expansion

e Custom versin of SMV (Bwolen Yang, CAV 99)

« Eliminates wariables byViacro Expansion
— analyzes static constraints of the model (invariants),
— find dependent variables=f(x1,...,xn),
— substitutef(x1,...,xn) for x everywhere,
— eliminate x from the set of BDD variables.

 For models withdts of invariats
=> useful for Livhgstone moels

e Full ISPP model in < inin, vs. SMV runs oubf
memory.
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/@s,,,.,,,,.,,g,,ﬂ,,,, ISPP Model Statistics

* |n Situ Propellat Production{ISPP)
= turn Mars atmosphere into rocket fuel (NASA KSC)

e Original modektate = 530 g (trans. = 108 bits)

e Total BDD vars 588 bits
Macro expand -209 bits
Reduced BDD vars 379 bits

* Reachable ate space7.16-16> = 2'8>>
Total state spce 1.06-101 = 2269.16

 Reachabity of all modeg163):
29.14" CPU timen 63.6 Mb RAM
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/ﬁlﬂ,ﬂ,mwﬂ,,,, Diagnosis Properties

e Can faultF always be diagpsed?
(assuming péect diagnos and accurateodel)
= IsF unambiguosly observale?
[1obsO . (EF F & obs=0bs0) —> (AG F —> obs=0bs0)

o Similar to funtional depedency
e 0bs = observableariables (mayof them)

e Static variah(ignore trangions):
SAT on two stateS, S' such that

F&!F & obs=obs'
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S 01AQGNOSIS Properties Revisited

* Very recent (yestday), with Alessagiro Cimatti
e Can faultF be diagnosd knowing théast n stega
* Apply SAT to:

Xl | _ X2 41_— — —-I_—Xn — F
/l/cm cm cm
X0 ob# obwtj obsF
\Xl'—'l'—xz'—'l'— ver T XN"_IF

* Variants are pasble (e.g. fork at41 intead of 0)
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T 21AQNOSIS Properties (cont'd)

Does it work?

— Computational cost of extra variables
Has it been da@?

— Similar work in hardware testability?

Is 1t useful?

— It is unrealistic to expect all faults to be immediately
observable (e.g. valve closed vs. stuck-closed)

— What weaker properties? Are they verifiable?
To be explored
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~, @s&mﬂ Center S umma ry

Verification of nodel-based dgnosis:
— Space flight => safety critical.
— Huge state space (w.r.t. fixed command sequence).

 Focus on modsl(the models the program)

Quite different fron executablenagrams
— Loose coupling, no threads of control, passive.
— Huge but shallow state spaces.

 Symbolicmodel checkig is very apmpriate
* Verify well-formednas + validiy w.r.t. hardware
 Verify suitablity for diagrosis: to be xplored

Dagstuhl 5-9 Nov 2001 © Charles Pecheur 18



—

Ames Research Center

Thank You
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